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Flaws in Web Server Certificate Validation Could Enable Spoofing
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Summary

Who should read this bulletin: Customers using Microsoft® Internet Explorer. 

Impact of vulnerability: Spoofing of trusted web site. 

Recommendation: Customers should consider applying the patch. 

Affected Software: 

Microsoft Internet Explorer 5.01 

Microsoft Internet Explorer 5.5 

 Technical details

Technical description: 

A patch is available to eliminate two newly discovered vulnerabilities affecting Internet Explorer, both of which could enable an attacker to spoof trusted web sites. The first vulnerability involves how digital certificates from web servers are validated. When CRL checking for such certificates is enabled, it could be possible for any or all of the following checks to no longer be performed: 

Verification that the certificate has not expired 

Verification that the server name matches the name on the certificate 

Verification that the issuer of the certificate is trusted 

The second vulnerability could enable a web page to display the URL from a different web site in the IE address bar. This spoofing could occur within a valid SSL session with the impersonated site. Both vulnerabilities could be used to convince a user that the attacker’s web site was actually a different one – one that the user presumably trusts and would provide sensitive information to. However, as discussed in the Mitigating Factors section below, there would be significant hurdles to exploiting either vulnerability. 

In addition to eliminating the two new vulnerabilities, the patch also eliminates two new variants of a previously discussed vulnerability, the “Frame Domain Verification” vulnerability, which originally was discussed in Microsoft Security Bulletin MS00-033. Like the original version, these new variants vulnerability could enable a malicious web site operator to open two browser windows, one in the web site’s domain and the other on the user’s local file system, and to pass information from the latter to the former. This could enable the web site operator to read any file on the user’s local computer that could be opened in a browser window. 

These vulnerabilities can be eliminated either by installing the patch or upgrading to an unaffected version. However, as discussed in the FAQ and in Knowledge Base article Q308411, customers who upgrade to IE 6 on systems running Windows 95, 98, 98SE or ME must select either Typical Install (this is the default) or Full Install in order to eliminate the vulnerabilities. 

Mitigating factors: 

Server certificate validation vulnerability: 

The vulnerability only affects how certificates from web servers are validated. It does not affect how code-signing certificates or any other type of certificate are validated. 

The specific checks that might be bypassed vary with both the user and the actions she may have taken during the current browsing session. An attacker could not predict with any degree of certainty which checks might be bypassed in a particular case. 

The vulnerability does not provide any way to force users to the attacker’s web site. It is likely that this vulnerability could only be exploited in conjunction with a successful DNS poisoning or similar attack. 

Web page spoofing vulnerability: 

Like the vulnerability above, this vulnerability would not provide any way to force users to the attacker’s web site, and DNS poisoning or other measures would likely be required to exploit it. 

Any hyperlinks within the page would correctly show the target. As a result, the attacker would need to point these to bona fide locations on the spoofed web site, with the result that the attacker would likely only be able to spoof a single web page, rather than an entire site. 

New variants of “Frame Domain Verification” vulnerability: 

The vulnerability could only be used to read – not add, delete or change – files. 

The attacker would need to know the exact name and location of every file he wished to read. 

The vulnerability could only be used to read file types that can be opened within a browser window – for example, .htm, .txt or .doc files, but not .exe or .xls files. 

Vulnerability identifier: 

Server certificate validation vulnerability: CAN-2001-0338 

URL spoofing vulnerability: CAN-2001-0339 

New variants of "Frame Domain Verification" vulnerability: CAN-2001-0246 and CAN-2001-0332 

Tested Versions:

Microsoft tested Internet Explorer 5.01 and 5.5 to assess whether they are affected by these vulnerabilities. Previous versions are no longer supported, and may or may not be affected by these vulnerabilities.

 Frequently asked questions 

What vulnerabilities are discussed in this bulletin?

This bulletin discusses four security vulnerabilities: 

A vulnerability affecting the way digital certificates from web servers are validated. 

A vulnerability affecting the URL that’s displayed for a web page. 

Two new variants of the previously discussed “Frame Domain Verification” vulnerability. 

Does the patch provided here do anything besides eliminating these vulnerabilities? 

Yes. It also incorporates the functionality of the patch previously provided in Microsoft Security Bulletin MS01-020. We’ve done this to make it more convenient for customers to protect their systems against the vulnerability discussed there. 

Does any of these vulnerabilities affect IE 6? 

No. You can eliminate them by upgrading to IE 6. However, if you are running Windows 95, 98, 98Se or ME, you should be aware that you will need to install IE 6 in a certain way. Specifically, you will need to choose either the Full Install or Typical Install option. (The default installation type is Typical Install). If you choose Minimal Install or Custom Install, the files containing the vulnerabilities might not be upgraded, and your system could remain vulnerable. 

Customers running Windows NT 4.0, Windows 2000, or Windows XP do not need to concern themselves with this contingency, as IE 6 does not provide either a Minimal or Custom Install option when installing on these systems. Any upgrade to IE 6 on one of these systems would fully eliminate the vulnerabilities. More information on this is available in Knowledge Base article Q308411. 

What’s the scope of the vulnerability affecting digital certificates?

When IE is configured to perform certain types of checking on digital certificates provided by web servers, it no longer performs other expected checks. This could potentially enable an attacker’s web site to masquerade as a trusted site. 

Exploiting this vulnerability would be an extremely daunting challenge. The vulnerability does not provide any way to actually divert web sessions from the trusted site to the attacker’s site – it only provides a way to pass the site off as the bona fide once visitors arrive there. Diverting traffic to the site would require that the attacker successfully carry out a DNS poisoning or other technically difficult attack as a prerequisite. 

What causes the vulnerability? 

A flaw in IE causes certain certificate checks to no longer be made when CRL checking has been enabled for server certificates. Specifically, if CRL checking is selected, IE may not correctly verify the trust status of the root CA, the expiration date for the certificate, or the common name specified in the certificate. 

What’s a CRL?

A CRL (certificate revocation list) is a list of digital certificates that are known to be untrustworthy. Digital certificates are issued by organizations called certificate authorities (CAs). Each CA periodically publishes a list of all certificates that might appear to be valid, based on the expiration date and other information, but actually aren’t. For instance, the certificates may have been lost or stolen, or the person to whom the certificate was issued may no longer have authorization to use the certificate. For more information about CRLs, and PKIs in general, see http://www.microsoft.com/TechNet/win2000/2000cert.asp. 

What’s wrong with the way CRLs are checked? 

There’s nothing wrong with how IE checks CRLs. The problem results because if one type of CRL checking is enabled, other types of checks are no longer performed correctly. 

What types of CRL checking are available, and which is affected by the vulnerability?

IE provides two options for checking CRLs in different circumstances. One option determines whether the CRL is checked when a web server presents a certificate. The other determines whether the CRL is checked when a digitally signed program or ActiveX control is downloaded. Only the option associated with checking server certificates is affected by the vulnerability. 

What types of checks don’t work correctly if server certificate CRL checking is enabled? 

The flaw could prevent any or all of the following checks from being performed: 

Verification that the certificate has not expired 

Verification that the server name matches the name on the certificate 

Verification that the issuer of the certificate is trusted 

Does the vulnerability prevent these check from ever being made, or does it only prevent them from being made in certain circumstances?

It only prevents the checks from being made in certain circumstances. There are a large number of factors that determine which checks would continue to made correctly, most of which are a function of the user’s browsing history. Two users whose browsers were identically configured might be affected in completely different ways by the vulnerability, depending on what sites they had previously visited and what certificates they had previously verified. 

Do these checks work correctly if server certificate CRL checking isn’t enabled? 

Yes. If CRL checking is disabled (this is the default condition), all of the other checks are performed correctly all of the time. It’s only when CRL checking is enabled that they function sporadically. 

What would this vulnerability enable an attacker to do?

In the worst case, it could enable an attacker to represent his web site as though it was a different one – one that a visitor might trust. 

Suppose John operated a web site, but wanted to impersonate Jane’s web site. Let’s also suppose that John had a means of causing people to arrive at his site when they actually intended to go to Jane’s. (We’ll discuss this aspect of the problem in more detail later). This vulnerability would provide John with a way to convince visitors that they actually were at Jane’s site, by providing a certificate that would pass all of the expected checks. 

How could John create a certificate that would pass the checks? 

There are two way he might do this, depending on which of the checks he wanted to spoof. For example, he might: 

Set up his own CA and issue a certificate to himself that identified his site as Jane’s. Visitors whose browsers didn’t correctly check the issuer of the certificate would incorrectly conclude that the certificate was bona fide. 

Obtain a certificate from a bona fide trusted issuer in his own name. Visitors whose browsers didn’t check the name on the certificate would incorrectly conclude that it was bona fide. 

An important point to remember, though, is that different visitors’ browsers would be affected differently by the vulnerability. As a result, regardless of the option John chose, it wouldn’t work on every visitor’s machine. 

You said that John would need a way to cause visitors to arrive at his site when they intended to go to Jane’s. How could he do this?

John could only force visitors unknowingly to his site if he could successfully mount a DNS poisoning attack first. A DNS poisoning attack involves compromising a DNS server and changing its database so that it incorrectly resolves a particular URL (like the URL to Jane’s site) to a different server’s IP address (in our example, the one for John’s site). 

DNS poisoning attacks are fraught with problems for an attacker: 

They are difficult to carry out. 

Their effects tend to be only temporary. DNS servers constantly update their databases, and even a compromised database would eventually resume providing correct information. 

Their effects are local. Different users rely on different DNS servers, so the attacker would need to compromise the specific DNS server that his intended victim used. 

How frequently is CRL checking enabled for server certificates? 

In practice, CRL checking tends to only be used within enterprises that have deployed public key infrastructures. 

If I don’t use CRL checking, do I need to apply the patch?

No. However, you may want to consider applying it as a contingency in case you should decide to enable CRL checking later. 

How can I tell if I’ve enabled CRL checking for server certificates? 

Select Options from the IE Tools menu, then click on the Advanced tab. Scroll down to the Security section, and see whether “Check for server certificate revocation” has been selected. If it has, server certificate CRL checking is enabled and you are affected by the vulnerability. By default, it is not selected. 

The option immediately above this one, titled “Check for publisher’s certificate revocation”, refers to whether a CRL is checked when digitally signed programs and ActiveX controls are downloaded. As discussed above, this option is not affected by the vulnerability in any way. 

In Microsoft Security Bulletin MS01-017, you said that CRL checking in IE works correctly, yet now you’re delivering a patch for a problem involving CRL checking. How are these statements consistent?

This bulletin and Microsoft Security Bulletin MS01-017 discuss two completely different types of certificates, with two completely different validation mechanisms. The certificates at issue in this bulletin are used to identify web servers; the ones discussed in MS01-017 are used to digitally sign programs. IE doesn’t correctly handle web server certificates when CRL checking is turned on; but it does correctly handle code-signing certificates when CRL checking is turned on. 

How does the patch eliminate this vulnerability? 

The patch eliminates the vulnerability by ensuring that all expected checking is performed even when server certificate CRL checking is enabled. 

What’s the scope of the vulnerability affecting the URL that’s displayed for a web page?

This vulnerability could make it possible for an attacker to make it appear that content from his web site actually originated from another site. If the other site were trusted by the user, the attacker might be able to persuade the user to provide sensitive or personal information. It would be possible for the attacker’s site to establish an SSL session that would appear to confirm that the content was genuine. 

There are two significant limitations on the scope of this vulnerability: 

Like the vulnerability discussed above, this vulnerability does not provide any way to actually cause users to arrive at the attacker’s site – it only provides a way to pose as the bona fide site once visitors arrive there. 

The vulnerability would likely only enable the attacker to convincingly spoof a single page on the target web site. 

What causes the vulnerability? 

The vulnerability results because it’s possible for a browser window to display another site’s URL in the address bar. In addition, it’s possible to establish an SSL session with another site, in order to provide convincing proof that the URL is the correct one. 

How might an attacker exploit this vulnerability?

An attacker might use this vulnerability in order to spoof another site – that is, his web site could exploit this vulnerability in order to present a web page that for all intents and purposes appeared to be a page on a different web site. 

For instance, assume that Joe operates a web site. If he could convince Jane to visit his site, he could exploit this vulnerability to make it appear to Jane that she was actually at her bank’s web site. Joe might then use the spoofed page in effort to, for instance, persuade Jane to enter the PIN for her online banking account. 

Would the vulnerability enable the attacker to spoof SSL-protected sessions? 

Yes. By carefully manipulating the web page, it would be possible for the attacker to make his content appear within a valid SSL session with the spoofed web site. In our example, this would enable Joe’s phony content to not only display the URL for Jane’s online banking site, but also to display the “lock” icon indicating that the session was protected by SSL. Further, if Jane clicked on the “lock” icon and checked the certificate, it would pass inspection – because it would indeed be her bank’s digital certificate. 

Would this enable the attacker to spoof an entire site?

No. The vulnerability doesn’t provide any way to spoof the hyperlinks on the page itself. However, Joe might use a combination of other techniques to spoof multiple pages on the site. Even in this case, Joe could only spoof secure (SSL-protected) pages on the site. If the site being spoofed, like most secure sites, was made up of a combination of SSL and non-SSL pages, Joe would be unable to spoof the non-SSL pages, and would run the risk of Jane following a link to a non-SSL page from which the spoofing attack would be interrupted. Of course, once Jane followed one of those links, she would no longer be at Joe’s site, and he would have no way to make her return

Could the attacker use this vulnerability to force a user to his site?

No. As in the case of the vulnerability discussed above, this vulnerability would provide a way to fool a user once she arrived at the attacker’s site, but wouldn’t provide a way to make her come to the site in the first place. It’s likely that the attacker would need to resort to DNS poisoning or some other technical attack, none of which are easily carried out. 

How does the patch eliminate this vulnerability? 

The patch eliminates this vulnerability by changing the affected function in order to prevent HTML code from manipulating the URL that’s displayed. 

What’s the scope of the two new variants of the “Frame Domain Verification” vulnerability?

The scope of the new variants is exactly the same as for the original variant, discussed in Microsoft Security Bulletin MS00-033. Although the underlying causes of the vulnerabilities are different, both could enable an attacker who operated a web site to view files on the computer of visiting user. The attacker would need to know the name and location of the file on the user's computer, and could only view files that can be opened in a browser window. 

Where can I get more information on the “Frame Domain Verification” vulnerability? 

Microsoft Security Bulletins MS00-033, MS00-055, MS00-093 and MS00-015 discuss previous variants of the vulnerability in detail. 

Are there any differences between the new variants and the previous variants?

The new variants have exactly the same cause, effect, and remediation as the previously reported ones. 

The new variants, like the previous ones, occur because certain functions don’t prevent browser windows in different domains from communicating with each other. 

The effect of all variants is the same – an attacker could open a browser window in his web site, and one on the local computer, then transfer data from the latter window to the former one. This would enable the attacker to read files, but not add, change or delete them. 

The remediation is to apply the patch, which causes the functions to properly isolate browser windows in different domains. 

There are only two differences between the new variants and the previously discussed ones: 

The specific functions containing the flaw are different. 

One of the functions is only present on Windows 2000 systems, and as a result the variant associated with that function couldn’t be exploited on any other system. 

Does this patch eliminate the original variants as well as the new one?

Yes. When installed on a Windows 2000 system, the patch eliminates the new variant, and all preceding variants. When installed on any other system, the patch eliminates the previous variants, but not the current one since it doesn’t affect non-Windows 2000 systems. 

Patch availability

Download locations for this patch 

Internet Explorer 5.01

http://www.microsoft.com/windows/ie/download/critical/q295106/default.asp 

Internet Explorer 5.5

http://www.microsoft.com/windows/ie/download/critical/q299618/default.asp 

 Additional information about this patch

Installation platforms: 

This patch can be installed on systems running Internet Explorer 5.01 Service Pack 2 and Internet Explorer 5.5 Service Pack 1 

Inclusion in future service packs:

The fix for this issue will be included in Internet Explorer 5.5 Service Pack 2 and Internet Explorer 6. 

Superseded patches:

The IE 5.01 patch supersedes the one provided in Microsoft Security Bulletin MS01-020. 

The IE 5.5 patch supersedes the ones provided in Microsoft Security Bulletins MS01-015 and MS01-020.

Verifying patch installation: 

To verify that the patch has been installed on the machine, open IE, select Help, then select About Internet Explorer and confirm that Q295106 (IE 5.01) or Q299618 (IE 5.5) is listed in the Update Versions field. 

To verify the individual files, use the patch manifest provided in Knowledge Base articles Q295106 and Q299618. 

Caveats:

Customers who are using Windows 95, 98, 98SE or ME, and choose to eliminate these vulnerabilties by upgrading from an affected version to IE 6 should ensure that they either perform a Full Install or Typical Install, as discussed in the FAQ. 

Localization:

Localized versions of this patch are available at the location listed above in the section titled “Download Locations for this patch”. 

Obtaining other security patches: 

Patches for other security issues are available from the following locations: 

Security patches are available from the Microsoft Download Center, and can be most easily found by doing a keyword search for "security_patch". 

Patches for consumer platforms are available from the WindowsUpdate web site 

All patches available via WindowsUpdate also are available in a redistributable form from the WindowsUpdate Corporate site. 

Other information: 
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Support: 

Microsoft Knowledge Base articles Q295106 and Q299618 discuss this issue and will be available approximately 24 hours after the release of this bulletin. Knowledge Base articles can be found on the Microsoft Online Support web site. 

Technical support is available from Microsoft Product Support Services. There is no charge for support calls associated with security patches. 

Security Resources: The Microsoft TechNet Security Web Site provides additional information about security in Microsoft products. 

Disclaimer: 

The information provided in the Microsoft Knowledge Base is provided "as is" without warranty of any kind. Microsoft disclaims all warranties, either express or implied, including the warranties of merchantability and fitness for a particular purpose. In no event shall Microsoft Corporation or its suppliers be liable for any damages whatsoever including direct, indirect, incidental, consequential, loss of business profits or special damages, even if Microsoft Corporation or its suppliers have been advised of the possibility of such damages. Some states do not allow the exclusion or limitation of liability for consequential or incidental damages so the foregoing limitation may not apply. 

Revisions: 

V1.0 (May 16, 2001): Bulletin Created. 

V1.1 (May 24, 2001): Bulletin revised to note that the Internet Explorer 5.5 patch has been removed from the download page. 

V1.2 (May 25, 2001): Bulletin revised to note the availability of the Internet Explorer 5.5 patch and to note that this patch supersedes IE 5.5 patches for MS01-015 and MS01-020. 

V1.3 (September 21, 2001): Bulletin updated to discuss need to perform a Full or Typical Install when eliminating this vulnerability via an IE 6 upgrade. 

