Instructions for removing W32/Badtrans-B and Troj/PWS-AV

The following instructions can be used to remove W32/Badtrans-B and Troj/PWS-AV from an infected computer.

It is not necessary for a user to double-click on the attachment to become infected as this worm can exploit a security vulnerability in Microsoft Internet Explorer, Outlook and Outlook Express. To prevent reinfection, users of Microsoft Outlook and Outlook Express should install the following patch available from Microsoft:

http://www.microsoft.com/technet/security/bulletin/MS01-027.asp

(This patch fixes a number of vulnerabilities in Microsoft's software, including the one exploited by this worm.)

Preparing for removal

To prevent reinfection, download and install the virus identity (IDE) files for W32/Badtrans-B and Troj/PWS-AV from the Latest virus identities page.

Please read the FAQ regarding the use of IDE files.

Using the SWBADTRB disinfection tool

Download the SWBADTRB cleaning utility. This file is available for download as a self-extracting archive, badtrsfx.exe.

Read the Readme notes within those files for instructions on how to use SWBADTRB to remove W32/Badtrans-B and Troj/PWS-AV.

If you are using Windows Me or Windows XP you should purge System Restore to remove any backed up copies of the worm or Trojan.

Purging System Restore

Users of Windows Me and Windows XP should purge the contents of their System Restore folder after disinfection has completed. To do this:

1. Right-Click the 'My Computer' icon on the desktop, select 'Properties' and then choose 'Performance'.

2. Click 'File System' and then click the 'Troubleshooting' tab.

3. Click to select the 'Disable System Restore' check box and click 'Apply'. Then click to clear the 'Disable System Restore' check box and click 'OK'.

4. Restart the computer. The contents of your System Restore folder will be erased (you will not lose any of your ordinary data).

5. Scan your computer with Sophos Anti-Virus to ensure that the worm has gone.

Further information

Assuming the above steps have been successful your PC should no longer be infected with the W32/Badtrans-B worm or the Troj/PWS-AV Trojan. 

Sophos recommends changing passwords on any affected PCs as they may have stolen by Troj/PWS-AV. This could be considered a serious security breach.

For assistance, please contact Sophos technical support or email support@sophos.com.

Reversing the registry change that the worm has made

You may wish to reverse the registry change that the worm has made. This is optional.

At the Windows taskbar, select Start|Run. Type in "Regedit" and press return. The registry editor will open.

Before you edit the registry, it is recommended you make a backup. To do this, in the Registry menu, click on Export Registry File, in Export Range select All, then save your registry as Backup.

Locate the key:

HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce

and delete the following value, if it exists:

Kernel32 

it will be pointing to a file called kernel32.exe.

You should now close Registry Editor and restart your machine.

For assistance, please contact contact Sophos technical support or email support@sophos.com.

